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prevent unauthorized access o hanges o nformation assts.
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svaabl for customer resien.
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At matware swarencss raining speciic o mable devies, shallbe
included inth providersnformation security awarenass traiing.

aties.

Acces conrol lsts and ul et ar reviewed and approved, an are

Dedlus doesit provides mobile application for tis sevce,

»Sommaried o of s ot sors s bown
commnicated 3 acsptabl for mobile devices acessng or string.
[ ——"

and/or company sstems?

See Response (o MOS 011

The company shal have 3 documented ol praniaing the

abtaine through apresdenifed spplication store.

apolictionstores can b loaded onto 3 mbiledevice?

See Respanse 1o MOS 011

T 0ok st s T oty s e
roved appiications, appikation stores, and appicaton extensi
s o e o 80D .

devies?

See Response (o MOS 011

The prowdar shal ave 3 documented moble device palcy Tt
includes a documented defntion for mobile devices and the
acceptabie usage and requirements for 3l mabile devices. The
provdr s s nd e el evremens
neough the company's security awarenessand usining program.

(

accepted usage andrequirements for mobie devices?

See Respanse 1o MOS 011




Al coud-based seces used by th company’s moble deves o
BY0D shll b pre- approve for usageand th storage of company
busines ta

company businessdata va a mabile device?

See Respanse 1o MOSOL1

[The company shall ave s documented application vldation process
o tet for mabile devie,operating system, and appication
compatiity isues.

e

See Response (o MOS 011

T 8YD poly snal aeine the deviceand sty requrements o
o for 810D uszge.

See Respanse 1o MOS 011

A inventory of 3l moble devices used o store and acess compary
dats shallbe ket and maintined. Allchanges toth statusof these

aporoved fo usag (BYODI, will e nduded for eachdevice i the
inventory.

See Response (o MOS 011

hconulzed, mabile device management sotion shllbe deployed
proces us

s

(

ransmit, or process company data?

See Respanse 1o MOS 011




The mobie device paliy shal require the useof encryption the for
theentire deviceorfor data dentied 35 senstive on il mobie
devices and shll b enforced though technology controls.

enforceatle through technalogy controlsfor al mobile devices?

See Respanse 1o MOSOL1

iy, requirements for ltgation -ascovery, and egal holes. The

0D and/or company owned devices are confgured {0 requre an
automati lockout screen and therequirement shll be enforced
throush technical contrls

See Response (o MOS 011

(Changes 1o moblie devics aperating systems,patch eves, /o
applictionsshllbe managed hrough the company's change

See Respanse 1o MOS 011

he mosie doce poly shalrqui the 8Y0D user o periorm.

Software

See Response (o MOSOL1
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Upon notfication,customers an/orother exernalbusiness partners e, subo
(recsing thertensnt a2 server to investigtive purposes.
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secury incident sen -
I volumes, and costsof information secury ncidents.

Dedalus tracks meticfor internalproces mesurerments nd improverments,

“conidentia' Any data breaches will be communicated t th data controller
accoring to the GOPR polces.




[Supoly chain

d— chain partners to corect dta qualtyerors and asocited ks, | corect then?

[—— providers shll desig and implament contels to micgate and conain

by datasecuriyriss through proper separationofdutes,rle-based

m [
[,
M' inage application and system-system interface (API) designs and
. shall be designed, developed, and deployed in accordance with
(Genam) dta acqilin,change and usoge feature e and >
SRR 10 the organization being assessed.
of that partner's supply chain? *
x A
.
e
. A

e tobe conformed snd dentifed 3  data controler




supoly chain
[Management
e

7
anagemers

m...m.,
[Manager
(Wobie Gode

information supply chain by performing an annual eview Th review
ShllInclude i partners/chi party provides upon which thei
information supply chain depends on.

sy otmr cvnes ot o o o AW, o mosktor
subcontracor access year-round plese
[ v

e tobe conformed and dentifed . data conroler

sy omr cvne ottt o o n AW, o ostor
subcontracor access year-round plese
[ v

them
e tobe conformed and dentifed . data conroler
T The scope s m harge 1o the C30 WS
and tchnical measures mplemented, for timelydetctionof
s
and system componens e, et
o not impact customers.
anment with 150 27001 certifction standar.
[ ——————
responsbity ovr implemenstion of ontrol.
Aws
o not impact customers.
anment with 150 27001 certifction standar.

o1

prevent the
executon o unauthorized mblecode,defned s software
anstrred between systems over 3 trusted or urustd ntwork nd

apolications t theiroun requirements

Infastuctue network and systems components

apolications t theiroun requirements




